ABSTRACT The electronic voting has emerged over time as a replacement to the paper-based voting to reduce the redundancies and inconsistencies. The historical perspective presented in the last two decades suggests that it has not been so successful due to the security and privacy flaws observed over time. This paper suggests a framework by using effective hashing techniques to ensure the security of the data. The concept of block creation and block sealing is introduced in this paper. The introduction of a block sealing concept helps in making the blockchain adjustable to meet the need of the polling process. The use of consortium blockchain is suggested, which ensures that the blockchain is owned by a governing body (e.g., election commission), and no unauthorized access can be made from outside. The framework proposed in this paper discusses the effectiveness of the polling process, hashing algorithms' utility, block creation and sealing, data accumulation, and result declaration by using the adjustable blockchain method. This paper claims to apprehend the security and data management challenges in blockchain and provides an improved manifestation of the electronic voting process.
I. INTRODUCTION
Will of the people is a well-respected phenomenon for representation of opinion in formation of electoral bodies. These electoral bodies vary from the college unions to the parliaments. Over the years, 'vote' has emerged as a tool for representing the will of the people when a selection is to be made among the available choices. The voting [1] tool has helped improving the trust of people over the selection they make by a vote of majority. This has certainly helped in democratization of the voting process and the value of voting system to elect the parliaments and governments. In 2018, there are 167 counties out of little over 200 who have some kind of democracy; full, flawed, or hybrid etc [2] . Since the trust of people is increasing in democracies it is important that they don't lose their trust on vote and voting system. By virtue of the emerging trust on the democratic institutions, the voting system emerged as a platform to help people to elect their representatives, who consequently form the governments [3] - [6] . The power of representation empowers the people with a trust that the government shall take care of the national security, national issues like health and education
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policies, international relations, and taxation for the benefit of the people.
In order to make the voting process more effective the institutions like 'Election Commission' came into existence in different parliamentary democracies. The institutions, along with setting up the process and legislation for conducting the elections, formed the voting districts, electoral process, and the balloting systems to help in conduct of transparent, free, and fair elections. The concept of secret voting was introduced since the beginning of the voting system. Since the trust on democratic systems is increasing it is important to uphold that the trust on voting should not decrease. In the recent past there have been several examples where it was noted that the voting process was not completely hygienic and faced several issues including transparency and fairness, and the will of people was not observed to be effectively quantified and translated in terms of formation of the governments. Such examples can be vastly found in countries like Nigeria, India, Brazil, Pakistan, and Bangladesh. The nature of the issues, causing this mistrust are multi-fold and some are listed in Table 1: Since all these countries are among the emerging democracies, it is pretty likely that in next decades they will emerge as full democracies and the vote and the voting process will VOLUME 7, 2019 This work is licensed under a Creative Commons Attribution 3.0 License. For more information, see http://creativecommons.org/licenses/by/3.0/ 
II. BACKGROUND RESEARCH
Mistrust in the voting is not an uncommon phenomenon even in the developed countries. In order to improve the trust, the least thing that can be done in this regard is the orientation of the electronic voting based on the biometric authentication. This may help is solving half of the problems being faced by many countries in the electoral process. The e-voting systems have been used by few countries in the past, e.g. Estonia, Ireland, and Norway, while some are not going to use it anymore to eliminate the audit problems. Basin et al. [7] has presented an example from the canton of Valais Switzerland in March 2017, where the postal ballots were not received by the voters and when the ballots were re-issued, it was identified that the vote of the affected voters had already been voted. Although Switzerland, has an e-voting system but it still allows her voters to vote either electronically or by post or by physically going to the polling station. The e-voting system also needs more security, privacy, and transparency to become a completely reliable system of voting. Bevelander and Pendakur [8] has mentioned that there were controversies in the election of student's union elections held in Austria in 2009. The constitutional court of Austria considered this election invalid as the electoral committee was not regulated and the process of vote and voter verification was found to be beneath the security standards.
Volkamer et al. [3] has stated that the Irish government used evoting machines in 2002 general elections and it was being planned to use them in 2004 EU elections. These machine were bought at a cost of e55 million. During the audit it was discovered that the machines are not reliable and its outcome can't be trusted concretely as there were issues with the paper trail and the verification system. The Irish government therefore has opted to scrap the machines while this initiative has costed e55 million to the Irish taxpayers. For the similar reasons, Germany and the Netherlands, have also decided to permanently ban the voting machines at political votes.
Wolchok et al. [9] provide an insight about the use and vulnerabilities of the electronic voting machines (EVM's) both in terms of software, hardware and other related challenges. Parshad has discussed several incidences where the malfunctioning of either hardware or software was reported while in some cases it was also observed that the EVM's in use for the election day had modified hardware and/or software in anticipation. It was also reported that the few US scientists belonging to University of Michigan (experimentally) could intervene into the Indian elections and could play with the numbers.
Rivest [10] has presented the concept of providing three ballots to the voter where voter will cast all the ballot papers after marking. Each ballot paper contains a unique identifier but the voter remains anonymous as the keys are decrypted. At the time of tabulation, the votes casted are linked and the choice found on two ballot papers is chosen while the choice with one ballot paper is rejected. The scheme may not be effectively used if there are only two contestants or if there are number of contestants. The scheme also has the disadvantage of being slow and the human error increase if the votes are not accurately poled in the respective boxes.
Votem [11] presents a commercial solution that deal with a token based system build on the blockchain technology and thus ensure the anonymity and security of the voting system. The solution is more suitable for i-voting where the physical and biometric authentication of the voter is not utilized. The token based system, however, limits the applicability of the this voting platform to be used effectively in wide ranged, full fledge elections where the power of the solution looks compromised to address the challenges. The blockchain developed for the purpose of the electronic voting can either be kept public or private [12] , [13] . In the public blockchain, however, the contents of the transactions remain visible to everybody in the blockchain. It is therefore important to encrypt the contents of the blocks by using some secure algorithms, e.g. AES to keep the contents of the block unreadable and encrypted [14] , [15] . The AES keys however, have to be secured and applied effectively to recover the encrypted contents. This make the transaction bit slower and the power of electronic voting and blockchain is compromised. To overcome this challenge, the private blockchain is suggested. It can however be noted that many challenges may originate during the software development aspect [16] - [19] of the blockchain based e-voting solution while the mobile based solution have their own respective security and privacy challenges [20] - [23] while there are certain concerns, trends, and challenges to be considered for developing social media apps for such systems [24] - [27] .
Zheng et al. [28] has shown some concerns for using the blockchain for the electronic voting. The e-voting system demands that a blockchain is responsive and scalable at all time to get efficient response to formulate the overall results. In this regard the block size has to be of adequate size. Currently, the bitcoin blockchain covers 100's of gigabytes of storage which makes the addition of blocks and information retrieval quite slow. Johnson et al. [29] is of the view that in blockchain based electronic voting systems the users make the transitions based on the addresses and not on their identity and in case if there is an information leakage, the users can generate several addresses. It is tough for the blockchain mechanism to ensure transactional privacy since the information of all transactions and public keys are visible to public. Barcelo [30] is of the view that a link between the users and the transactions made by the individual users can be identified. Biryukov et al. [31] has presented a method to link user's pseudonyms to the IP address of the user even when the users are behind a firewall or even behind the network address translation which can help in reaching to the origin of a transaction. Hjalmarsson et al. [42] has presented an e-voting framework that is yet in-progress and has not test against the claims that were made about increasing the security and reducing the cost of conducting elections. Panizo Alonso et al. [43] have argued about the e-voting initiatives are pretty common but the actual developed system are very few. The author has also mentioned that how the social and cultural limitations can affect the e-voting initiatives. Kshetri and Voas [44] have introduced a smartphone based electronic platform that is more of an example of i-voting rather than e-voting. Zhang et al. [45] - [47] in his work, has discussed different applications based on blockchain.
The private or the consortium blockchain which is maintained by an organization, e.g. election commission of the country, has its own issue that require a resolution strategy in place. In the private blockchain only the eligible nodes can see the details of the votes and transaction and the voting process does not remain visible to the voters. This makes the voting process less transparent as compared to paper based voting.
Another threat in the private blockchain being used for voting, is that the authority hosting the private blockchain may have access the data and it can be observed in anticipation about the results while the voters in general don't have significant knowledge of the proceedings. This causes a situation which compromises the level playing field for all the parties as some parties having anticipated knowledge may be in better decision making position. Although the electronic voting is anticipated to have a great future yet the past is not that glorious. In some countries e-voting is not an option while few are in a process to eliminate the security, verifiability, and anonymity concerns. There are issues that require immensely deep consideration by the legislatures, technologist, civil society, and the people.
III. RESEARCH QUESTIONS
The study will address the following objectives:
a. What are the activities formulating the electronic voting process? b. How to ensure that the transactions and voters data are secure?
IV. METHODOLOGY
We will adopt a process to address the following activities.
A. MODELING OF ENTIRE E-VOTING PROCESS
The system modeling helps in drawing the entire system on paper to develop a deep understanding of the system and to identify errors and flaws that can be observed before the system can be implemented. 
B. DETERMINATION OF THE SUITABLE TECHNOLOGY PLATFORM TO ENSURE ANONYMITY, PRIVACY, AND SECURITY
The e-voting process requires the features like privacy, security, anonymity, and verifiability as the core function of this solution, it is important that the choice of the underlying technology is consistent to meet these challenges. It has been identified that the Blockchain technology sufficiently deals with all such challenges.
C. DEVELOPMENT & TECHNOLOGY INTEGRATION WITH THE PERCEIVED E-VOTING MODEL
Based on the system model, the system will be developed and will be integrated with the baseline technology.
V. POLLING PROCESS
The electronic voting system is executed in a way that it deploys many individuals at different levels. In order to develop an effective block creation system, it is important to understand the actual execution on ground. In the conduct of the elections, the election commission and the NADRA (National Database and Registration Authority) have a big role to play. NADRA is the national registration authority in Pakistan and is responsible for the registration and issuance of identity documents to the citizens of Pakistan. The NADRA is responsible to ensure that each citizen of the country has its record available and the biometrics of each individual are also available [32] - [35] . The biometric authentication is used in the voter's authentication on the polling day. The election commission is responsible for making the electoral lists available which are verifiable from the base records. The authenticated voters can vote according to the provision provided to them and the usage of technology is made to get the vote recorded and tabulated accordingly. It is also the responsibility of the election commission to declare the results when polling station wise and constituency wise tabulation has been made. The figure 1 describes the flow of the activities along with the respective institution and dependent technology.
In this system, we consider Pakistan as a case study. In Pakistan, the national assembly has 272 direct national seats elections. For the purpose of polling, each constituency is divided into the number of polling stations that may vary based on the number of voters in the area (normally there is one polling station for 1,000 voters). Each polling station is administered by the presiding officer who is assisted by an assistant and some staff. The responsibilities are designated to each staff member for authentication of the voters and helping him to cast the vote without fear or influence.
This paper provides a solution that is based on the electronic voting machines and biometric authentication of the voter before he can cast the vote. The casting of vote is a procedural step that includes the following.
a) The voters name must exist in the voting list to enable himself to visit the polling station for the purpose of voting. It is the responsibility of the voter himself to ensure that once he attained the age of eighteen years, his name should be present in the voting list. This can be done by consulting the respective offices, e.g. National Database and Registration Authority (NADRA) in Pakistan. The voting lists are published few weeks earlier than the elections. The individual having his name in the voting list is eligible to vote and presents his original identity to the polling staff. Before casting the vote, the voter has to be authenticated by the biometric system. The record of the voter is checked with the help of NADRA's database. b) Once the voter has passed the authentications check, he is brought to voting screen to vote. From the voting machine the names and respective party symbols of each candidate are displayed and the voter can vote according to his will. The confirmation screen seeks the confirmation of the voter and records the vote casted by the voter. c) The voter can vote only once, and once the vote is casted is voting record is marked as ''voted'', which restricts the voters from voting again. The name of the voter can be blocked or eliminated from the list of eligible voters list for the current elections, once he has casted the vote. In his work on internet voting [41] , he has presented a framework where the voters can vote multiple times, and every time they vote, the previous vote is cancelled. This does not appear to be a workable solution if the voting process is to be completed in one day and some 110 million voters have to vote, which is the case in Pakistan. d) The polling process continues until the voting time ends or all the voters in the voting list have casted their votes. e) The results of the polling station are declared and the votes attained by each candidate are listed. The process is repeated for all the polling stations in the constituency and the collective result of all the polling stations forms the result for that specific constituency. Likewise, the results for all the constituencies are collected to form the results of the national election. The process of voting and the result accumulation is demonstrated in the figure 2. The figure 2, demonstrates the three layered working of the process. The Layer 1 (Who), describes the participants of the system who can interact with the polling process, including the voters, polling staff, and polling machine. The second layer (How) deals with identification of the underlying tools and technologies to ensure that the process can smoothly work. The second layer of technology along with its algorithmic variations is discussed in this paper. The third layer (with whom) deals with the supporting elements.
VI. HASHING, PROOFS, AND BLOCKCHAIN TYPES
The past events in the human life are timestamped and linked with each other. They can neither be reversed nor be duplicated. Also the correctness of these events is known by many individuals who can verify the information as and when needed. This provides the idea of the blockchain where the irreversible, distributed, public ledger is formed to hold blocks of data. The events can be represented as block of information which are linked to form an invisible blockchain of the events in our life. The idea of a computational blockchain is no more different. In the computational blockcahin past blockchain is an open and distributed ledger which can be seen by anybody and can be updated by anybody depending on the conditions of the blockchain. The concept revolves around making the trust oriented system where the records can't be altered and the exclusion is not unilateral.
A. TYPE OF BLOCKCHAIN
Blockchain has three different types, i.e. public blockchain, private blockchain, and consortium blockchain [36] . Bitcoin and Ethereum are the examples of public blockchain, anyone and from anywhere can join them and can get relieved at the time of his will [37] . This is proofed by the complex mathematical functions. The private blockchain is the internal-public ledger of the company and the joining on that blockchain is granted by the company owning that blockchain. The block construction and mining speed is far better in the private blockchain as compared to public blockchain due to the limited nodes. The consortium blockchain however exists among the companies or group of companies and instead of the consensus the principles of memberships are designated to govern the blockchain transactions more effectively [38] . This research uses consortium blockchain as the blockchain is to be governed by a national authority in the country.
Block is the primary component of the blockchain. A block consists of the header and the body, the body of the block contains the transactions being written to the system [39] . The header of the block contains the information about the block VOLUME 7, 2019 that includes previous hash, nonce value and difficulty, and the time stamp of the block and the transactions. The length of the block is variable and deemed to have been among1 to 8 MB of size. The header of the block uniquely identifies the block to be placed.
B. HASHING
Hashing is the process of changing the arbitrary and variable size input to a fixed size output. There are different functions that perform hashing of different level. The comparison of the hash function is provided in the Table 2 . MD5 algorithm is widely used for hashing purposes and it provides a 128 nit or 32 symbols long hash value. MD5 is the latest algorithm in the series while before that Md2, Md3, and Md4 also existed [40] . The algorithm was designed to be used as a cryptographic hashing algorithm but it faces some problems that reduce the production of unique hash value and hence it faces some vulnerabilities. Race Integrity Primitive Evaluation Message Digest(RIPEMD) is a family of hash function developed by Hans Dobbertin in 1996. This algorithm was designed to replace the MD5 as a more secure alternative. It has few variations that have emerged over time including RIPEMD-128, RIPEMD-160, RIPEMD256, and RIPEMD-320.
SHA (Secure Hashing Algorithm) is another cryptographic hash function that yields 160 bit hash value consisting of 40 hexadecimal characters. The algorithm could not resist the collusion attacks against it and its usage has declined after 2005. In this time several new algorithms have also been proposed, including SHA 3, and SHA 256. The SHA 2 set of algorithms is designed by the US's Nation Security Agency. SHA 256 and SHA 512 are new hash functions that do not have collusion problems and deemed secure otherwise, at least as yet. Keccak is a family of algorithms designed by designed by Guido Bertoni, Joan Daemen, MichaëlPeeters. The flexibility of the algorithm, in contrast to its other counterparts, is that it accepts any length of input and yields an arbitrary length of output, while all other algorithms produce a fixed length output.
C. PROOFS a) Proof of Work:
The concept of the proof of work deals with the mining / creation of the blocks in such a way that it can be proved that a significant effort has been made for the resolution of the mathematical problem introduced for the creation of a block in the blockchain [41] . The mathematical complexity is increased on the creation of every new block so make the creation of the block complex and a rewarding scenario. The increasing complexity is introduced with the help of the hash functions, marckle trees, and the nonce value. b) Proof of Stake: The concept of the proof of stake revolves around the identification of the stakes in the blockchain [42] . The holders of assets are subject to have more priority in the creation of the blocks. The likelihood of that only few creators of the blocks may control the entire blockchain by virtue of the assets that they have, can't be ignored. This concept is applicable in the consortium blockchain or the private blockchain where the holding companies may need an administrative access to the blockchain. c) Proof of Burn: The proof of burn deals with the burning of the coins that are gained over a period of time [43] . This burning process works as a fuel for the creation of new blocks. This proof of burn concept ensures that the individuals don't become powerful enough by increasing their stakes in the network. The burn process is recorded by sending the coins / proof of work to an arbitrary address, that may be designated by the network itself.
The above mentioned proofs exist well in the literature and they are being practiced well in the bitcoin mining. The application of blockchain, however, differs in its application in other areas and the proofs that we mentioned in this section may not be applicable in actual but an adjustment may be sought in implementation based on the nature of the application itself. How much change? The answer of the question is governed by the nature of the application area where the blockchain method is to be applied.
In this paper, we are addressing the application of the blockchain in trustworthy electronic voting, and it is identified that the existing blockchain may need some adjustments because of the following reasons. a) Creation of Block: The block creation in the electoral process is a basic entity and the voters can't record their vote if the block is not created. It is therefore vital that the blocks are created without solving the mathematical puzzles to form the proof of work. Since it will be a consortium blockchain, the proof of stake will not be relevant and likewise the proof of burn is not applicable as created block will be held by one individual. b) Sealing of Blocks: The voters can vote and the transactions are recorded in the blocks, by the time the polling time ends, the blocks are required to be sealed by the hash functions and using the Merkle tree and nonce function. The sealing concept is not present in the existing concepts. c) Polling Time: Since the voting process continues for 8-10 hours, it is vital that the blocks can be created, sealed, and secured in this time. As the proof of work, proof of stake, and proof of burn can only be applied after a very lengthy process, their application on the trustworthy electronic voting is not that suitable. d) Result Delay: Once the polling process is complete and the results have been announced, there will be no further need for continuing the mining or block creation activity. Since the proof of work and proof of stake algorithm keep on repeating themselves recursively, use (waste) a lot of computational power over time. The proposed system does not use that much resources and hence remains cost, time, and power effective. Considering the limitations of the existing algorithms, it is vital that an algorithm is developed that can deal with the identified issue and overcomes the limitations of the existing algorithms when they are applied to the area of trustworthy electronic voting.
VII. BSJC PROOF OF COMPLETENESS
The (Basit Shahzad & Jon Crowcroft's) proof of completeness algorithm deals with the creation of blocks, sealing of blocks, data management, and building the blockchain specifically for the electronic voting platform. The concepts are described here.
A. CREATION OF BLOCK
Unlike the bitcon's blockchain, where a significant proof of work is required it is not the case for the voting system. It is vital that the nodes / block are created before the transaction can take place in the respective blocks. The creation of the blocks on the blockchain is a sensitive matter and requires sufficient security before a block can be created. The creation of the block takes place when following have been met.
a) The presiding officer (PO)verifies his unique identity number and his biometric authentication. b) The biometric are verified and the permission is granted. c) The system shall generate a random number by using the SHA-256 hashing algorithm, system will generate a hash and send the result to the presiding officer to generate a block. Along with the other information of the block the hash value is also saved in the block header which is visible to others as well. d) The next block to be generated will be requested by the next presiding officer. Based on the hash value of the first block, the presiding officer will submit his unique identity for the creation of the next block. The next block is generated by the generating a new random number, associating that with the hash of the previous block and applying the SHA-256 algorithm., i.e (RN describe random number).
B. DIFFICULTY AND NONCE VALUE
The first block will be generated based on the unique id of the PO and the system will add a three-digit random number and will apply SHA-256 algorithm to develop the hash and the first block will be generated. For every proceeding block, the hash of the previous block hash code, unique id of the PO and the random number generated will be derived. The length of the random number used to generate the hash will increase with the number of the block being generated, e.g. the length of random number for block number 20 will be 20 and for the 100 th block it will be 100. Since this is a private blockchain, the creation of the blocks will be restricted to the holders of the unique id's provided to the PO's.
Once the block has been created the polling process can start as demonstrated in Figure 2 . Each casted vote will serve as a new transaction. The blocks will keep on recording the transaction unless the voting process is completed as shown in Figure 3 .
C. SEALING OF THE BLOCKS
The polling process shall continue until either the polling time finishes or the number of registered voters has completed. Once the polling is complete, the next step is to seal the blocks to ensure that the block come even more secure and adding security is included. Therefore, in order to seal a block following items are considered.
a. It is to be ensured that either the polling time has elapsed or all the registered voters have casted their votes. b. The completion of the polling process is to be confirmed by the PO of that polling station. c. The data of the block (i.e. the entire result) will be hashed using the SHA-256 algorithm. This is done by concatenating the results inside the block and hashing them in pairs the block is hashed based on the hashed contents of the block. Another system generated random number can be added in the hashing to make it more secure. d. Every proceeding block that confirms the completion of the transactions will have used the hash of previous block, a new random number, and hash of the block to generate the hash value that will be used by the proceeding blocks. e. The sealing of the block means that the block has now been sealed with a hash function and the contents of the block can't be changed by ensuring the application of the mathematical puzzles that are NP hard to solve. The sealing process is use the hashing algorithm called SHA-256 and following equations introduce the mathematical complexity.
Sealed Block1

= hash(hash(pairs of transactions)
+ RN (length n+2)+hash of block 1) (3) VOLUME 7, 2019 + Random Number(length n + 2)
The sealing process of the blocks is demonstrated in Figure 4 . After the block has been sealed, the sealed block represents the actual block.
The representation of the sealed blocks is such that the blocks are integrated among themselves by using the chained hash key and the key of one block is used by its proceeding block to generate the next hash and this chain continues unless the blocks finish.
During the process of applying the hash function on the transactions a pair of transactions (sequential) are selected and the hash is applied on them. This sequential hashing process runs on all pairs of transactions and a hash is generated based on all the hashed data by applying the SHA-256 algorithm. Once the hash of a block has been generated it is integrated with the hash of the previous block and a new random number and the outcome is hashed again to ensure that the hash outcome function is not solvable without the capability of the solving NP hard problems. The purpose of the blockchain based electronic voting is to introduce secure voting process that can gain trust of the stakeholders, including, voters, political parties, and state institutions. The security of the casted vote is ensure by the block creation, block sealing, and content hashing. While the created block is secured by the (1) and (2) and uses the SHA-256 algorithm which is known to be sufficiently secure to secure the e-voting process, the blocks is sealed with the unique hashes produced by the SHA-256 algorithm based on the unique input values, mentioned in (1), (2) , (3), and (4).
The Merkle trees are formed as each block is associated with the next and previous block (except the first and the last block) in terms of accepting and providing the hash value that is used for stitching the block with the chain. The representation of the sealed blocks is demonstrated in the Figure 5 , that shows the connection of the block after they are sealed.
VIII. COLLECTION OF VOTING RESULTS
The collection of the results is done from the stored data on the blocks through the significant organization of the nodes in the blockchain. The chain of blocks works at the lower end and works to accumulate the data in the containers (block) that are chained together through and algorithm serially.
However, a Merkle tree is maintained that records the distribution of the block and the degree of their decomposition. Figure 6 demonstrates the logical division of the national assembly seats and the polling stations in each national assembly seat.
In Figure 7 , the Merkle tree representation of the system is demonstrated and it can be observed that the record of each transaction taking place is stored at the top level, i.e. level 0. At level 1, the layer describes the national seats while at level 2, the layer demonstrates the polling stations in any constancy. Thus, any transaction, in any block, can directly be located and recorded by keeping them distributed and open for transaction but securing the contents with the BSJC algorithm of proof of completeness. In order to improve and maintain trust among the voters it is vital that the voter knows about the count of his vote. In order to make the process transparent, a trail of the voters who casted their votes is generated at the end of the polling process.
IX. DISCUSSION
The paper presents a perspective in the electronic voting process. That includes but not limited to identifying the polling process, the selection of the suitable hash algorithm, the selection of adjustments in the blockchain, the process of voting data management, and the security and authentication of the voting process in particular are discussed.
The polling process discussed in this paper is inspired from the actual voting process used on the polling day, which includes the physical and logical verification of the voter and the voter's data but only by using the voters lists etc. The electronic voting process ensure that the voters is verifiable by its physical record, e.g. the national identity card and also verifiable by using the biometric authentication. The availability of the verification system on the polling time is extremely essential and the process can't be completed without the completely available system. The threats to the verification process can be extremely high if either the system is not available or the system is not in a state to be used effectively for the purpose of the voter's verification. It is the responsibility of the election commission and allied institutions to ensure that the equipment, tools, and technologies are available to make / keep the proceedings on track. The process can only be successfully completed if all the stakeholders perform their duties with extreme coherency and consistency.
Conceptually, the blockchain is implemented by the effective use of the hashing algorithms that govern the core of the blockchain itself. The quality of the hash algorithm being used govern the quality of the blockchain. It has been noted that continuous improvements are taking place in this domain. Many algorithms that were proposed in last decade have proven to have flaws while the struggle for the identification of flawless algorithm remains continuous. This research uses the SHA-256 algorithm, that is supposed to be the best of the available in ensuring the security and irreversibility of the blockchain.
The blockchain concept used in the electronic voting is a private or a consortium blockchain where the transactions and the block creation and sealing are done in a supervised environment and the entries and block creation can only be done by the authorized members of the users. Generally, the proof of work is a mathematically expensive task which requires massively large computation to solve the problem before the block can be created. In the polling scheme, the delay for the creation of the block can't be that huge which may delay the polling process itself. Also the sealing of the block has been introduced without compromising the strength of the blockchain.
The blocks are responsible for containing all the transactions that are made during the polling day. This contains the voter's information and the vote that he might have casted. Although the information about the vote and voters are saved yet they are not linkable by the unauthorized access.
The record is maintained to ensure that every vote is verifiable at every given time.
In contrast to different e-voting systems e.g. in [42] - [44] it has been identified that many systems developed until now have their limitations, with respect to the model of their development, while some systems have flaws as well. Few systems are more suitable for i-voting instead of e-voting. The paper has suggested a flawless result accumulation method from the blocks to declare the results from the polling stations, constituencies, and the national result but this research has also its limitations which are presented in section X.
X. ASSUMPTIONS & LIMITATION
There are some assumptions that are considered in this research.
a) The voter is well educated and aware of his fundamental rights and the polling process. It is vital that each voter can vote in the stipulated time. b) The data of all the voters is available and up for the purpose of verification. The data is to be provided by the national agency that maintains the data. It is also assumed that the connectivity is available all the time and no delay in communication delay is faced and no interruption because of unavailability of internet is envisioned. c) It is also assumed that the polling staff is aware of the technology and they can guide the voters to effectively complete the process.
XI. CONCLUSION
Mistrust in the voting is not an uncommon phenomenon even in the developed countries. The electronic voting, however, has emerged as an alternative but still not being practiced at a large scale. The electronic voting is anticipated to have a great future yet the past is not that glorious. In some countries e-voting is not an option while few are in a process to eliminate the security, verifiability, and anonymity concerns. There are issues that require immensely deep consideration by the legislatures, technologist, civil society, and the people. This research has proposed a framework based on the adjustable blockchain that can apprehend the problems in the polling process, selection of the suitable hash algorithm, selection of adjustments in the blockchain, process of voting data management, and the security and authentication of the voting process. The power of blockchain has been used adjustably to fit into the dynamics of the electronic voting process.
